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Welcome
We begin this month’s edition of @risk by expressing our thanks to 
those who chose to renew their professional indemnity insurance 
with Zurich this year and also welcoming those who are new  
(or who have returned) to Zurich. 

October 2015

October is National Cyber Security Month and, as such, we 
have decided to dedicate this edition to all things fraud and 
cyber security related. We have published a number of alerts 
on these issues in recent months, but law firms continue to be 
targeted by very sophisticated criminals and we and other 
insurers are being notified of an increasing number of these 
types of claims, and so we hope that you will find it helpful  
to receive an issue dedicated to the topic. Sadly, it appears 
that a significant number of firms are not taking this matter 
seriously, as the SRA announced this month that 50 firms 
have fallen victim to these scams so far this year (see the 
article below for further information). 

Readers may also have seen in the national press this month 
the unhappy case of Karen Mackie, a sole practitioner solicitor 
whose professional indemnity insurer (not Zurich, we hasten 
to add!) refused to indemnify her when she fell victim to one 

of these scams, with the result that her firm was intervened 
into by the SRA, she was declared bankrupt, and had her 
practising certificate suspended. We consider what happened 
in this case and include some tips to help to prevent you from 
falling victim to this sort of scam yourself, as well as setting 
out what you should be able to expect from your insurers if 
you find yourself in the unfortunate position of having to 
notify such a claim. 

Given the important issues raised in this edition of @risk,  
we ask that you circulate it to all staff (both fee earning and 
administrative), and particularly to all those in your firm’s 
finance department. We firmly believe that raising awareness 
will help you minimise the risk of your firm becoming the next 
victim to these sorts of crimes. 

Michael Blüthner Speight
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Risk management tip – have you signed up 
to Action Fraud Alert?
Action Fraud Alert is a free service provided by the National Fraud Intelligence Bureau, and run by the 
City of London Police as a national service. It uses the Neighbourhood Alert Platform (“NFIB”) which  
is a secure, national community messaging facility used by Policy, Neighbourhood and Home Watch, 
Crimestoppers, Fire & Rescue Services and local authorities throughout the UK. 

It is a free service, you can sign up immediately and 
messages sent through the service are delivered to you by 
e-mail, recorded voice and text messages (depending upon 
how you opt to receive the alerts). It provides direct, 
verified, accurate information about scams and fraud in 
your geographical area and area of business. Click on the 
hyperlink below to be taken to the Action Fraud Alert 
homepage where you can sign up for the service. 

https://www.actionfraudalert.co.uk/

Action Fraud is also the UK’s national reporting centre for 
fraud and internet crime and is where you should report if 
you have been scammed, defrauded or experienced any 
form of cybercrime. You should also report any unsuccessful 
attempts as this will help to inform the NFIB as to the true 
scale of this area of crime and will help to inform the NFIB 
and other relevant agencies as they try to tackle this. Reports 
can be made 24/7 using the NFIB’s online reporting service: 

http://www.actionfraud.police.uk/
report_fraud

 

When you make a report you will automatically receive a 
police crime number, which you will likely need to give to 
your bank or insurance company if you have fallen victim to 
one of these scams. Thereafter, the matter is passed to the 
NFIB for investigation and the NFIB will liaise with you 
directly ongoing. 

Action Fraud also has a Contact Centre, staffed by 
fraud and internet crime specialists who are available to 
provide held and advice over the phone. If you would 
like to speak to someone at the Action Fraud Contact 
Centre, telephone 0300 123 2040. 
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SRA announces that 50 law firms have 
fallen victim to cyber attacks so far in 2015
The SRA announced on 15 October 2015 that it is aware of 50 law firms that have been successfully 
targeted by cyber criminals in 2015. According to figures released by the SRA, sums of between £40,000 
and £2 million have been stolen in each case. The SRA also issued a press release on its website on  
6 October 2015 detailing a recent attack in which a law firm lost £1.9 million, although £1.1 million has 
subsequently been recovered. Anecdotal evidence suggests that in the region of £50 million has been 
stolen from law firms’ client accounts over the past 18 months. 

NFIB Case Study

Organised crime gangs are targeting professional 
businesses that deal with large sums of cash. The social 
engineering element of the scam is so effective that it is 
the representative of the business who actually makes the 
transactions to the suspect’s account(s). As the transactions 
have been authorised, the banks are less likely to refund 
the money.

The suspect contacts the victim via telephone stating that 
they are from the victim’s bank and that there is an issue 
regarding a virus and/or fraudulent transactions on their 
account and asks security questions. In order to convince 
the victim of their legitimacy, the suspect spoofs the 
genuine telephone number for the relevant bank and is 
also able to refer to genuine transactions made in respect 
of the victim business account, as well as name staff 
members who deal with payments.

The suspect then states that an authorised person within 
the company needs to log into the in-branch payment 
system to allow virus cleaning and a test of the payment 
system to be undertaken.

In some cases the suspect may give instructions for 
software to be installed on the computer which will  
allow remote access to the computer in the future.

Test payments are then raised and made by the 
representative of the business who believes they are  
for no value, but are instead for large sums and are  
paid into various accounts.

Once trust has been gained the suspect may call 
repeatedly over a period of days, possibly quoting a  
pin number to ensure he is trusted, and request further 
‘zero’ test payments to be made.

In the article in question on the 
Gazette’s website (15 October 2015),  
it was reported that scams which have 
been targeted at solicitors include 
“phishing”, to gain people’s trust and 
make them volunteer bank account 
details, and also malware being installed 
on computer systems (often by people 
unwittingly opening up attachments in 
e-mails sent by fraudsters to victims) to 
mine information and record keystrokes 
in order to obtain passwords and other 
sensitive details to facilitate these frauds. 

The City of London’s National Fraud 
Intelligence Bureau (“NFIB”), which is 
working closely with the SRA on 
cybercrime, issued a case study setting 
out an example of the type of banking 
scams that it has encountered over 
recent months. 
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NFIB Guidance

The NFIB has also issued guidance for law firms in an 
attempt to help them to protect themselves from  
these scams: 

• If you receive a call from someone claiming to be 
from your bank relating to your accounts, end the 
call, call the bank back from a different telephone 
line on the genuine number you know and not the 
one given by the caller. Most firms have a dedicated 
relationship manager at their bank who they will 
know, so we recommend asking to speak to  
him/her directly. 

• Do not share passwords or any other login details 
with anyone. 

• Do not give any details relating to the business or its 
employees to anyone that you do not know or trust. 

• Ensure appropriate internal security regarding 
passwords/logins is adhered to in the organisation. 

• Ensure that knowledge of business bank accounts 
and the payments made is restricted to those who 
need to know. 

• Do not install any software from an external source 
without seeking reliable expert advice. 

• Do not allow external parties to remotely access 
computers or engage in remote virus scanning or 
payment tests. 

E-mail interception

A different, but related, scam we have seen is where 
fraudsters have managed to intercept e-mails between law 
firms and clients and have altered bank account details 
(usually just before completion in conveyancing transactions) 
so the firms send completion monies to the fraudsters’ 
accounts, which are then quickly emptied. We first notified 
readers of this type of scam in our February 2015 edition of 
@risk, but given its continuing prevalence, and also given 
the overall theme of this month’s edition, we thought it 
would be useful to repeat the claim example and practice 
point we set out previously opposite for ease of reference. 

Claim example

A firm acted for Mr & Mrs X in the sale of a property in 
Essex. Completion was to take place on 27 January 2015. 
The balance of the proceeds of sale (a little under 
£100,000) was to be sent to Mr & Mrs X’s bank 
account in the usual manner. Throughout the 
transaction, the solicitor at the firm had been 
communicating with Mr & Mrs X by e-mail and 
telephone. Indeed, the firm’s terms and conditions 
state that e-mail is the preferred option for 
correspondence and that the provision of an e-mail 
address by the client is confirmation that the client  
is happy for the firm to communicate with the  
client by e-mail. 

As part of the client care/due diligence exercise,  
Mr & Mrs X provided bank statements for the bank  
into which the completion monies were to be paid. 
However, on 25 January 2015 (two days before 
completion) the firm received an e-mail from  
Mr & Mrs X providing new bank account details 
(account number, sort code and account name)  
and requesting that the completion monies be paid  
into this new account instead. Upon completion the 
firm duly remitted the monies to this account. 

It transpired that, despite the e-mail in question 
emanating from Mr & Mrs X’s e-mail account, the 
account had in fact been hacked and cloned by 
fraudsters and it was the fraudsters who had sent the 
e-mail with the new bank account details. The firm 
telephoned and left a voicemail message for Mr & Mrs 
X confirming that completion had taken place and that 
the monies had been transferred to them. However, 
shortly afterwards, Mr X telephoned to say that he had 
not received the monies. When informed of the e-mail 
with the new account details Mr X said that he had not 
sent this e-mail and knew nothing about it. 

The insured contacted the bank into which it had paid 
the monies. The bank confirmed that, whilst the account 
number and sort code was correct, the account was not 
in the name of Mr & Mrs X and in fact the account had 
only been opened up a few days previously in the name 
of a limited company based in South London. The bank 
also confirmed that the monies had been withdrawn 
from that account immediately upon receipt. 
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Practice point

This is a very sophisticated fraud and it is currently unclear 
why Mr & Mrs X’s e-mail account was targeted. Was it 
just luck that the fraudsters came across someone who 
was shortly to receive a large amount of money from a 
conveyancing transaction into their account? Was it the 
firm’s IT system which was targeted? We do not know. 

It is worrying that, not only did the fraudsters seem  
to be able to intercept incoming and outgoing e-mail 
correspondence, but were also able to emulate the 
language used by Mr & Mrs X to convince the firm that 
the e-mails were from them. Readers will be aware that  
a large number of e-mail scams emanate from overseas, 
but there is usually an obvious language barrier which,  
by anyone with a reasonably healthy suspicion of such 
matters, is easy to detect. 

It is particularly unfortunate that the solicitor at the firm 
spoke on the telephone to Mr X just after receipt of the 
e-mail with the new bank account details, but did not 
mention it. Had she done so, this fraud would likely have 
been stopped in its tracks. However, hindsight is of 
course a wonderful thing. 

What should you do if your client provides new bank 
account details part way through a transaction?  
As these types of fraud are on the increase, this should 
raise an immediate red flag. You should call, speak to 
your client and request an explanation for the change.  

As demonstrated by the above, if e-mails can be 
intercepted, so can letters, faxes and other forms of 
written communication (and even write-protected 
electronic documents can be hacked and altered),  
so you should also request and obtain evidence that  
the new account details are genuine. 

One option would be to ask for original bank statements 
for the new account which you can copy and retain on 
the file once inspected. Alternatively, check with the bank 
itself to make sure that the account details are correct  
(in particular, check that the account name is correct and 
matches what you have been told). Some banks will be 
reluctant to provide this information without the client’s 
consent, but will usually confirm if the account name  
you have told them does not match what they have  
on their system. 

We also understand that some firms have decided to 
instigate procedures whereby they agree a set of safety 
questions with the client to help to establish that the 
person they are speaking to is in fact their client (similar 
to those you have to answer if you forget your password 
for an internet shopping website or your e-mail account). 
This is certainly something worth considering, particularly 
for any transactions which are to involve the transfer of 
money between you and your client. 
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Sole practitioner has her firm intervened into,  
is made bankrupt and has practising certificate 
suspended when her insurer refuses to indemnify 
her in respect of a banking scam fraud

Listeners to Money Box on BBC Radio 4 may  
have heard the very sad case of Karen Mackie 
which was broadcast on the programme on  
3 October 2015. Ms Mackie, a sole practitioner, 
was practising as Karen Mackie Solicitor 
incorporating Keeping and Co in Alton and 
Farnham in Hampshire, undertaking work  
typical of a normal high street practice.  
In April 2014 she was contacted on the  
telephone by a woman with a Scottish accent 
claiming that she was called Joanna Howard and 
was from her firm’s bank, NatWest Bank plc. 

“Joanna” informed Ms Mackie that there had been some 
suspicious activity on her client account and she needed to 
discuss this with her urgently to protect the monies in her 
account. She then told Ms Mackie to hang up the phone 
and then immediately call the bank back on the helpline 
number which was on the back of her debit card, which  
Ms Mackie duly did. 

Unbeknown to Ms Mackie at the time, BT’s current phone 
call clearing procedure means that BT’s network will not 
completely disconnect a call until two minutes after one 
party hangs up (BT is apparently in the process of reducing 
this to 10 seconds or less in the near future). The fraudsters 
had in fact remained on the phone line and, as Ms Mackie 
used the same telephone line to call the bank, the line had 
remained open and she had in fact remained connected  
to the fraudsters. Either Ms Mackie had not noticed that 
there was no dial tone when she picked up the receiver, 
which is understandable in the circumstances, or perhaps 
the fraudsters had played a recording of a dial tone down 
the line to make her think that it had been disconnected; 
either is plausible. 

The fraudsters then managed to convince Ms Mackie that 
her clients’ money was in danger and told her that, to 
protect her and her clients, the next day “Andrew” from 
the bank would call her to arrange to move the money from 
her client account to “safe” accounts out of the reach of 
the criminals who were trying to take it. 

Sure enough, “Andrew” called Ms Mackie the next day and 
convinced her that her client account was still under attack. 

As such, she transferred approximately £740,000 into several 
new “safe” accounts in transactions up to £99,000 each. 
£99,000 is a noteworthy figure – £100,000 is currently  
the limit at which banks will make “faster payments” –  
i.e. transactions which can be made immediately between 
bank accounts. Anything above £100,000 can take several 
days to clear, although, rather worryingly, the banks are 
currently looking at increasing the faster payments limit to 
£1,000,000 in the near future! 

However, after the transfers had been made, Ms Mackie 
became suspicious, called the police and sent a colleague  
to the local branch of her bank to stop the payments. 
Whilst just under £248,000 was eventually recovered, 
almost £500,000 had disappeared from her client account. 

Ms Mackie duly notified her professional indemnity  
insurer and the SRA (a client account shortfall is a breach  
of the SRA Accounts Rules 2011 and you have an obligation 
to self-report such a breach). Unfortunately, her insurers 
refused to make good the shortfall and declined the claim. 
As Ms Mackie was unable to make good the shortfall  
from her own resources, the SRA intervened in her practice 
on 1 June 2015 and suspended her practising certificate.  
Whilst this meant that her clients who had been affected 
had recourse to the SRA Compensation Fund to recover  
the monies they had lost, this of course had a devastating 
effect on Ms Mackie. She has been unable to practise  
since the intervention and has subsequently been  
made bankrupt. 
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Why did Ms Mackie’s insurer decline the claim? Under the 
definition of “claim” in the SRA Handbook, which is 
incorporated into clause 1.1 the Minimum Terms and 
Conditions and clause 7.5 of Zurich’s policy, it states: 

…For these purposes, an obligation on an insured 
firm and/or any insured to remedy a breach of the 
Solicitors’ Accounts Rules 1998 (as amended from 
time to time), or any rules (including, without 
limitation, the SRA Accounts Rules) which 
replace the Solicitors’ Accounts Rules 1998 in 
whole or in part, shall be treated as a claim, and 
the obligation to remedy such breach shall be 
treated as a civil liability for the purposes of clause 
1 of the MTC, whether or not any person makes 
a demand for, or an assertion of a right to, civil 
compensation or civil damages or an intimation 
of an intention to seek such compensation or 
damages as a result of such breach…” 
So, to paraphrase, a shortfall in client account is a “claim” 
for the purposes of the policy. 

As readers will be aware, there are only very limited 
circumstances in which an insurer is entitled to decline  
a claim made under a policy of solicitors professional 
indemnity insurance in circumstances where it would 
normally fall for cover; namely if it can be demonstrated 
that every principal or member in a firm was dishonest  
or condoned dishonesty in respect of the matters out of 
which the claim arose. And this was in fact the basis upon 
which Ms Mackie’s insurer declined the claim. 

After investigating the claim, her insurer allegedly informed 
her that, because she was in personal financial difficulties, 
she must, at least, have condoned the dishonest behaviour  
of the fraudsters and, as such, it was entitled to refuse  
to indemnify her in respect of this matter. Indeed, in a 
statement made to Money Box, her insurer said

Ms Mackie is a solicitor who represents a risk to 
the public and cannot be trusted with holding 
client money.”
This is despite that fact that the police who investigated the 
matter concluded that there was nothing to suggest that 
she was involved in the scam and that she was the victim of 
a criminal gang which the police believes has committed a 
number of similar crimes involving the same modus operandi. 

The SRA has not taken any further action against Ms Mackie 
to date and the grounds for the intervention into her firm 
were solely that, because the shortfall in the client account 
could not be made good, then her client’s interests were  
at risk. 

As Ms Mackie is now bankrupt, she has to date been 
unable to challenge the decision by her insurer; although 
we understand that a firm of solicitors has recently agreed 
to act for her on a pro bono basis. Also, as the SRA 
Compensation Fund has had to pay out almost £500,000  
to her former clients, it may be looking to challenge the 
declinature itself if it considers it was wrong. Whatever  
the ultimate outcome, however, it may be too late for  
Ms Mackie to resurrect her firm and her reputation. 

Practice Point

Some of our insureds (albeit thankfully a very limited 
number to date) have fallen victim to these scams and we 
receive reports every month of our insured firms being 
unsuccessfully targeted. This problem is not going away 
and is expected to increase, given that solicitors are very 
attractive targets for fraudsters, particularly because  
they routinely hold large amounts of client money at  
any one time. 

If you are contacted by someone purporting to be from 
your bank, bear the following in mind (this is drawn both 
from the above case and also from similar claims notified 
by our insureds):

• Never disclose to anyone, including the “bank” or the 
“police”, your bank card pin number (either verbally or 
by typing it into your phone), full password(s) or online 
banking codes. 

• Your bank or the police will never ask you to withdraw 
money or transfer funds. 

• If your bank asks you to call it back to discuss 
suspicious activity on your bank accounts, as happened 
in the above case, wait at least three minutes before 
doing so, or preferably call the bank back from a 
different telephone (use your mobile if you only  
have one landline in the office). Whilst you should 
always check for a dial tone, it is not inconceivable  
that fraudsters could simply play a recording of a  
dial tone down the phone line to make you think  
that the line has been disconnected. It is preferable  
for you to call the bank from a different telephone 
using the regular telephone number which  
you use and insist on speaking to your regular  
contact at the bank.
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Who to contact

solicitors@risk
Editor: Michael Blüthner Speight
Telephone: 0207 648 3698
Email: riskman@uk.zurich.com

Claims helpline: 0800 044 8196
Claims fax: 0800 232 1921
Telephone: 0800 026 1796
Fax: 0800 232 1923

Zurich Financial Lines
70 Mark Lane 
London 
EC3R 7NQ

Please note that our London office changed location this month and our new address 
details are listed below. 

We have also changed our helpline telephone and fax numbers in accordance with Ofcom requirements  
and the new freephone numbers are also listed below. 

71
05

12
07

0 
(1

0/
15

) 
RR

D

• Fraudsters are able to clone telephone numbers.  
They can make your telephone display show what 
appears to be a genuine telephone number from the 
bank. We have heard of cases where the fraudsters 
have invited people to search for the bank’s telephone 
number on the internet to “prove” that they are calling 
from the genuine number. The number displayed is no 
guarantee that it is in fact genuine. 

• Fraudsters have, on occasion, managed to obtain 
details of genuine transactions which have recently 
taken place on your bank accounts. It is unclear at 
present how they have managed to do this. On some 
occasions it may be from malware which fraudsters 
have managed to install on victims’ computer systems. 
Other commentators have suggested that fraudsters 
may actually be working at the banks, or that it is the 
banks that have had their systems infiltrated. A typical 
modus operandi is for the fraudster to read out 
genuine transactions and then to read one which has 
been invented in order to try to convince you that 
money is in the process of being stolen from your 
account. Knowledge of genuine transactions on your 
account is not a guarantee that the person you are 
speaking to is actually from your bank. 

• Never give out a pin sentry code. Your bank will never 
need this. Remember that any transactions which are 
actually authorised by victims are unlikely to be 
refunded by your bank. 

• Never allow anyone to remotely access your online 
account or install software onto your computer 
remotely. Your bank will never ask you to do this. 

• There is no such thing as a “safe” account into which 
your bank needs to transfer funds to protect them. 
Your bank is quite capable of simply disabling your 
account if it is being attacked. 

• Be suspicious of any requests to transfer sums under 
£100,000. As above, this is the current limit for faster 
payments between banks. We are aware of fraudsters 
telling solicitors that, rather than transferring the 
entirety of the balance of the client account (which can 
on occasion have several million pounds in it at any 
one time), they will tell you that it must be done in 
several smaller tranches of, for example, £99,000, 
£89,999.99, £99,999.99 and the like. This is a key 
indicator of an attempted fraud. 

• Finally, your bank’s fraud department may contact  
you if it detects suspicious activity on your account. 
However, it will never ask you to do anything with 
monies in your account there and then and will 
understand if you wish to hang up and call back from 
a different telephone using a number you find on  
the internet, a bank card or a statement, rather than  
a number the person you speak to may give you.  
Do not be afraid to do this – your bank will understand 
and respect your caution and concern. 

Practice Point (continued)


