
‘Cyber Fraud Claims’ - What steps can 
you take?

Those attending the MLS Cyber Security 
& Risk Conference will have taken note 
of the need to seriously address the 
threats faced by way of cyber-crime 
by ensuring appropriate measures are 
in place to counter both external and 
internal exposures.

These exposures apply to, inter alia, 
your web applications, networks, mobile 
applications and cloud service. As you 
will by now be only too well aware, the 
threats are numerous and have been 
well documented already to the legal 
profession in particular, law practices 
being amongst those most at risk from 
cyber-attacks.

Through the efforts of the Law Society, 
at both national and local levels, you will 
be aware of the need to manage these 
exposures by minimising the potential 
loss of client data and making it safe. 
Presentations were in fact given at the 
afore-mentioned event highlighting 
the benefit of, for example, a fully 
managed, secure cloud service, or of 
utilising, penetration testing services, 

through to achieving accreditation 
such as Cyber Essentials or ISO27001. 
Such risk management measures serve 
to demonstrate to your own clients 
suitable compliance with tried and 
tested systems, thereby giving them 
confidence in their own dealings with 
you.

To protect members further, MFL 
Professional is to launch a Cyber 
Insurance facility for MLS members 
shortly. It will properly dovetail with 
your PI Insurance policy and any other 
insurance covers you may hold and 
covering you for legal liabilities and own 
costs, whilst we can then also consider 
your own financial losses as a result of 
cyber-attacks by way of additional cover 
if this is not already in place.

Do note, however, that insurance is 
not a replacement for good cyber 
security. It can though provide 
financial protection should your 
security systems be breached.

Our cyber insurance facility is designed 
to complement your own operational 
and technological risk management.

Whilst of course taking into account 
any cyber security measures you have 
in place already, this facility will also 
offer discounts for those members 
who are able to evidence they have 
applied certain minimum standards of 
security following their own use of the 
services on offer from either Converge 
TS or XyOne Cyber Security, specialists 
in Cloud Services and Pen Testing 
respectively and both members of 
Manchester Law Society.

We shall thus write separately to all 
members over the coming weeks 
providing full details of this facility, but 
in the meantime please do not hesitate 
to contact us should you wish to discuss 
further.
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This article does not present a complete or 
comprehensive statement of the law, nor does it 
constitute legal advice. It is intended only to highlight 
issues that may be of interest to MLS members and 
solicitors. Specialist advice should always be sought in 
any particular case.
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