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MedInsure is a specialist insurance broker providing insurance 
solutions specifically to the healthcare sector. We have extensive 
knowledge and experience in advising clients and providing bespoke 
solutions to meet the requirements of the healthcare sector with key 
individuals having previously worked for various medical indemnity 
providers. We seek to identify key insurable risks for our clients, and 
the following outlines some of the key issues arising in relation to 
Cyber Insurance.

Cyber security issues and data breaches are an almost daily news item. Therefore it comes 
as no surprise that companies of all sizes and sectors are looking at their cyber security 
and protocols from a number perspectives i.e. business continuity planning, increasing 
regulatory pressures and general good business practice.

Whilst cyber issues are grabbing the headlines it must be remembered that is it not only 
electronically transmitted data that is at risk. Physical paper records and laptops are still 
vulnerable although other insurance covers may cover some of  these exposures, a specific 
Cyber coverage provides certainty on these risks. 

Why are healthcare businesses vulnerable?

The answer is simply because of the information you hold. This could be general business 
data such as bank account details or possibly details of clinical trials etc but more commonly 
and importantly, patient information. Patient medical history is unique to the individual and 
unlike bank details, for example, cannot be changed following a Cyber attack.

 Why are medical records so valuable?

Their value is due to their confidential nature and more importantly their necessity. It is 
understandable that you wouldn’t want the businesses medical records to be made public 
knowledge, nor will your patients and it is your responsibility to ensure that the information 
you hold remains confidential and secure. Access to patient records is needed by doctors 
in order to see treatment history and update details of treatment provided, indeed, often 
treatment might not be able to proceed without access to medical records..

Denying access to these records by a ransomware attack is one way that hackers seek to 
make money. In 2016 there has been a spate of such attacks on hospitals. Clicking on an 
apparently innocent link in an email resulted in the ransomware being downloaded which 
in turn encrypted the hospital data, denying the hospital access to it. A ransom was then 
demanded to remove the encryption. It is reported that at least one hospital paid the 
ransom of around $17,000.

What affect does an attack have?

If your systems have been breached then there may be legal consequences. Medical data 
is categorised by the Data Protection Act as Sensitive Personal Data, so any breach will 
pique the interest of the Information Commissioners Office. It is the Commissioners job 
to investigate and penalise such breaches, penalties include a maximum possible fine of 
£500,000. 

https://ico.org.uk/
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Examples:

In May 2016 a sexual health clinic sent out a newsletter to a HIV patients group, but 
instead of ‘bcc’ing’ all recipients they included them in the ‘to’ field making all recipients 
visible to one another; a clear breach of confidentiality and data protection. The Trust 
responsible for the clinic was fined £180,000 by the ICO. Claims for compensation were 
also made against the Trust by some of the affected patients.

August 2016 saw a GP practice fined £40,000 by the ICO for disclosing a woman’s 
confidential information to her ex-husband.  The woman’s address was on her son’s 
medical records together with other sensitive information. She had specifically asked 
the practice not to disclose her information to the child’s father. When the father made 
a subject access request for his sons medical records he became aware of the woman’s 
address.

How can a healthcare business best protect itself?

Phishing emails, malicious internet links, malware, unauthorised USB memory sticks 
to name a few all pose a risk to the security of the information you hold. Whilst good 
systems, robust passwords, regular backups and staff training are important no system or 
procedure is 100% secure.

With cyber crime becoming increasingly common and sophisticated, Cyber insurance 
should be considered important part of an organisation’s insurance programme and risk 
management strategy.

Cyber insurance policies provide indemnity to cover a wide range of circumstances 
following a cyber attack including but not limited to: 

Your Own Losses

Cyber Loss or Damage – the cost to restore your network and / or information

Business Interruption – loss of income as a result of an attack

Cyber Theft – loss of money due to phishing scam for example

Cyber Extortion – ransom money paid to an extortionist

Telephone Hacking – unauthorised access to your telephone system that may lead to 

unauthorised outbound calls to premium rate phone lines

PR Expenses – costs to respond to unfavourable publicity following an attack

Notification Costs –costs to inform those whose information has been stolen or lost 

Third Party loss

Cyber Media Liability - covers defamation, product disparagement and infringement of 
intellectual property rights from cyber media activities.

Privacy Liability – breach of data you are responsible for, stored on your network or cloud

Beach of Confidentiality – as above but in respect of corporate information or trade secrets

Cyber Security Liability – liability to third parties as a result of not being able to access your 
network, damage to third party networks

Regulatory Actions and Fines – covers the cost of regulatory compensation awards, civil 
penalties and fines (where insurable by law) and defence costs. 

Please contact us to discuss how we can help your business obtain the appropriate 
protection for you.
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